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Executive Summary

Surfing Towards the Opportunity of Real Migration to Cloud-based public Services (STORM CLOUDS)
is a project partially funded by the European Commission within the 7th Framework Program in the
context of the CIP project (Grant Agreement No. 621089).

The project aims to define useful guidelines on how to address the process of moving towards a cloud-
based solution for Public Authorities and policy makers. These guidelines will be prepared based on
direct experimentation in at least 4 European cities, creating a set of relevant use cases and best

practices.

Work Package 3 (WP3) of the STORM CLOUDS project aims to adapt the selected services and to
integrate them to the STORM CLOUDS Platform (SCP) infrastructure created in WP2, while at the same
time create the tools and procedures to facilitate services migration to the cloud. Once applications are
successfully tested in the private cloud infrastructure, they will be deployed in the pilot cities public

cloud infrastructure.

The D3.4.1 and D3.4.2 deliverables include a number of best practices related to the transferral of
services into the cloud (service cloudification)". These best practices reflect the work done in WP1, WP2
and WP3. They facilitate Public Authorities to use the migration tools (developed in WP2) along with
methodological approaches and software techniques (created in WP1 and WP3), in order to easily

transfer their public services to the Cloud.

The D3.4.1 is the first iteration of the deliverable. It incorporates the experience of the 1 stage of the
cloudification process. In this stage the pilot cities have successfully cloudified a number of public
services. The second iteration (D3.4.2) will cover the 2nd state. In that stage, the pilot cities will make
use of public services that have already cloudified in other pilot cities. Moreover, other European Cities
will deploy the STORM Cloud services.

The aim of this document is to provide a practical reference to help Public Authorities (both decision
makers and IT staff) to consider and execute application migration to Cloud Computing. It focuses on
the migration of applications to the STORM CLOUDS platform. The document includes a list of best
practices, closely related with the project’s IT tools and methodologies, that take into consideration both
business and technical requirements.

The section titled “Background” provides an overview of the Cloud Computing and its benefits for the
Public Authorities. In addition, it presents the technical solutions, which the STORM CLOUDS project has

created.

The section titled “STORM CLOUDS Best Practices” is the heart of the document and addresses the

essential issues of the application’s migration process.
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1. Introduction

Over the past years, the term ‘smart cities’ has evolved to denote the cognitive processes combined with
the deployment of ICTs, institutional settings for innovation and physical infrastructure, which taken
altogether increase the problem solving capability of a city or a community [']. The main features of a
smart city include applications that connect, manage and optimize data from a complex set of devices,
sensors, people and software, creating real-time, context-specific information intelligence and analytics,
which aim to transform the urban environment and address its specific needs [2]. Managing such
enormous amount of heterogeneous data requires, among others, high storage capacity and
performance computing power [3]. For this, the latest developments in Cloud Computing and the Internet

of Things are widely deployed in smart cities [4].

Although the private sector has already taken advantage of Cloud Computing technologies, Public
Authorities are lagging behind in the utilisation of them, as they have not realised yet the tremendous
potential that Cloud Computing holds to deliver public value by increasing operational efficiency and
responding faster to constituent needs.

This document is a practical reference for Public Authorities (both decision makers and IT staff) in order
to consider and execute application migration to Cloud Computing. It includes a list of best practices,
which were derived from the experience gained by the migration of a number of Smart City Services
into the STORM CLOUDS platform (SCP). The presented best practices take into consideration both

business and technical aspects and requirements.

The section titled “Background” provides an overview of the Cloud Computing and its benefits for the
Public Authorities. In addition, it presents the technical solutions that the STORM CLOUDS project has
created.

The section titled “STORM CLOUDS Best Practices” is the heart of the document and addresses the
essential issues of the application’s migration process. The solutions presented in each issue came from
the work done in WP1, WP2, WP3 and WP4.
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2. Background

It is important for Public Authorities to understand the benefits of Cloud Computing. Moreover, it is
good to have a clear view of the migration tools that the STORM CLOUDS platform offers. In this
section, the most significant benefits but also the main concerns of Cloud Computing are presented. Also,
the different components of the SCP are illustrated.

2.1 Benefits of Cloud Computing

Cloud Computing has emerged during the last years as a disruptive model, with the ability to
transform the IT organizations to be more responsive and agile than ever before. This model
represents a fundamental change in the way that information technology, hardware and software are
invented, developed, deployed, scaled, updated, maintained and paid [5]. Cloud Computing serves as
an enormous step towards delivering computing as a utility (like traditional ufilities such as water,
electricity and telephony) [¢] by changing the traditional access model, where data and applications is
fully contained in the same physical location (the users’ computers), to a new one, where the users access

their data and applications outside their own computing environment through the Internet.

The US Government’s National Institute of Standards and Technology (NIST) defines Cloud Computing
as “a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be
rapidly provisioned and released with minimal management effort or service provider interaction” [7], while
the IT research and advisory company Gartner, uses a simplified definition and defines cloud
computing “as a style of computing in which scalable and elastic IT-enabled capabilities are delivered as a
service using Internet technologies” [8]. A common analogy to understand Cloud Computing is renting
versus buying. Actually, someone rent IT capacity (computing power, disc space, applications, etc.) from
a cloud service provider and use them over the Internet, instead of buying his own IT requirements.

Moreover, he pays only for the resources he uses.

Cloud computing promises economic benefits, speed, agility, flexibility, rapid elasticity and more
innovation. The motivations of the organisations for the migration of their applications to the Cloud are
closely related to the following four key Cloud Computing characteristics:

» On-demand self-service. A consumer can unilaterally provision IT resources (e.g., storage,
processing power, memory, bandwidth, etc.), as needed automatically without requiring human

interaction with the cloud provider.

> Broad network access. IT resources are available over the Internet and accessed through
heterogeneous devices (e.g., mobile phones, tablets, laptops, and workstations). There is a
sense of location-independence because the customer generally is not aware of the exact
location of the provided resources.

» Rapid elasticity. A Cloud environment offers to the consumer the ability to rapidly scale up or
down the IT infrastructure commensurate with demand. To the consumer, the capabilities
available for provisioning usually appear to be limitless and can be reserved in any quantity
at any time.

» Measured service. Cloud systems monitor, control and report the use of IT resources by

leveraging a metering capability at some level of abstraction suitable for the type of service.
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This lead to a transparent relationship between the consumer and provider of the Cloud

service.

The above-mentioned characteristics, create a highly efficient, scalable and elastic computing
environment, which is available through a business model where consumers buy only the capacity and
capabilities needed at any given time, instead of buying and deploying all the components of a
computing centre.

Using this “pay for what you use” approach, an organization can significantly reduce the up-front
costs by avoiding the procurement of hardware and software in advance, as well as the resultant
infrastructure depreciation. Moreover, cloud adoption can decrease the operational costs, as the
organization will maintain at a given time only the required resources, which could be scaled out and in
through rapid elasticity. Also, other IT costs can be reduced by buying general purpose capabilities
such as asset management, security, collaboration, etc. as a service, instead of maintaining «
specialized in-house IT department. As organisations operate in an unstable economic environment,
smart consumption-based procurement allows them to scale up to fulfil new demands and reduce
spending, if necessary, to address changes in budgets and funding.

Besides IT cost reduction, the adoption of Cloud Computing increases significantly the effectiveness of
an organisation in fulfilling its mission. The following benefits are clearly related to the ability of an
organization to deliver more and better results [?, 10]: (a) Just-in-time infrastructure, (b) more efficient
resource utilisation, (c) agility to respond to emerging needs, (d) increased reliability and performance
through the adoption of new technologies, best practices and security enhancements, (e) better
information sharing and collaboration through the heterogeneous, location-dependent access, and (f)
evaluation and optimisation of business processes through enhanced real-time visibility and audit of
applications and infrastructure.

Cloud Computing can also serve as an enabler for innovation in the organisations that adopt it in a
lot of ways: (a) reduces time to market by allowing the scale-out of resources in a cost-effective
manner, (b) gives constant access to commercial best practices and new capabilities, which can be
incorporated to already existing services, instead of develop them in-house, (c) enables the launch of
new initiatives based on new applications that are available from the cloud provider, and (d) connects
to new and emerging technologies. Moreover, in government organisations, Cloud Computing can: (a)
encourage entrepreneurial culture by reducing risk of lunching new initiatives and by allowing the low-
cost experimentation in new applications and services, and (b) give them access to innovations
developed in the private sector [11].

Besides the clear benefits, there are some concerns when Public Authorities thinking about the adoption

of Cloud Computing ['°]. In particular:

» Security. Moving the public data and code to an external provider creates some security risks.
Although the technology to make cloud computing safe is available, securing cloud workloads
usually requires new approaches and skills that may take time to internal IT staff to learn.

» Loss of control. For software-as-a-service (SaaS) and some platform-as-a-service (Paa$S) and
infrastructure-as-a-service (laa$S) solutions, the total control of hardware, software, security
policies, etc., is placed in the hands of the external Cloud provider.

> Integration. Sometimes Public Authorities will need to integrate their internal systems with the
external Cloud systems. This integration can be challenging.
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» Avadilability and reliability of cloud applications. The combination of server performance,
configuration errors, network design, and application architecture, may cause performance
issues that are difficult to resolve.

» Cloud service provider lock-in. The concern is that the adoption of a Cloud Solution (Paa$S or
laaS) of one provider may make difficult the switching to an equivalent cloud solution in a

different provider.

Governments around the world have started to elaborate strategies in order to harness the benefits of
cloud computing. In 2011, Vivek Kundra the U.S. Chief Information Officer, presented the Cloud First
policy for Federal’'s Government bodies ''l. This policy is intended to accelerate the pace at which the
government will realize the value of cloud computing by requiring agencies to evaluate safe, secure
cloud computing options before making any new investments. In a similar way, Canada and UK
Governments have adopted a Cloud First approach to public services provisioning [1213]. In September
2012, the European Commission adopted a strategy for “Unleashing the Potential of Cloud Computing
in Europe”. The strategy is designed to speed up and increase the use of cloud computing across all

economic sectors [14].

Despite the existence of the “Cloud First” policies, which mandates Government Agencies to take full
advantage of cloud computing benefits to maximize capacity utilization, improve IT flexibility and
responsiveness, and minimize cost, Public Authorities worldwide are not yet comfortable using Cloud
Solutions. The STORM CLOUDS solutions aim to contribute, both methodologically and technically, to this
problem.
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2.2 The STORM CLOUDS Solution

The STORM CLOUDS project ['5] aims to accelerate the pace at which Public Authorities move to the
Cloud Computing. The project provides a methodology for the Cloud migration process, mainly from the

point of view of the end-users, as well as the essential IT tools that will support this process. By taking
the STORM CLOUDS approach, Public Authorities can take full advantage of the cloud computing
model and provide to the citizens highly reliable, innovative services quickly, despite resource

constraints.

The main assets of the project are the following:

STORM CLOUDS Platform (SCP). The platform provides the Cloud environment, which can host
Smart City Applications

Portfolio of Smart City Services. The portfolio includes many Cloud-based, open source
applications, which are ready for use from Public Authorities.

Roadmap for the migration of public services into the Cloud. The roadmap consists of
guidelines that help Public Authorities to address the technical and business challenges in the

adoption of cloud computing.

Best practices for cloud-based public services deployment. The best practices include
software techniques and methodological approaches, which facilitate the adoption of Cloud
services in the Public Sector.

Business models for the scalability and sustainability of the project’s results. The business
models cover the exploitation of the SCP and Smart City services, as well as the viability of the

already cloudified services in the project’s pilots.

The following figure presents the logical architecture of the SCP [1¢].

: : AL  Administration
(CloudFoundry)] Access Layer \ Layer
(HA Proxy)

|
|
App Container 1 App Container 2 T Platform Admin
Monitoring
App Container 3 App Container 4 App VM 1 App VM 2 App VM X

DB Admin
Data Service Layer
Backup
Database Module File Sharing Module
(PostgreSQL, MySQL) (GlusterFS) Automation
Infrastructure as a Service Layer
(OpenStack)
Operating System
(Linux)

Hardware Layer
(Servers, Storage, Network, etc.)

Figure 1- The logical architecture of STORM CLOUDS Platform
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Component

The following table presents the components of each layer.

Description

Hardware Layer

Physical resources (i.e. servers, storage, network, etc.) that host the
platform.

Operating
System

A Linux distribution that supports OpenStack (Debian 7.0, openSUSE, SUSE
Linux Enterprise Server, Red Hat Enterprise Linux, CentOS, Fedora and
Ubuntu).

laa$S Layer

Data Service
Layer

Application Layer

It is implemented using OpenStack ['7]. OpenStack can be seen as a cloud
operating system that controls large pools of compute, storage, and
networking resources (the hardware). It gives administrators a number of
visual tools in order to manage the infrastructure and deploy their
applications, while empowering their users to provision resources through
a web interface.

Contains the database and the file servers, both deployed on VM clusters
and provide high-availability and scalability. The currently supported
databases are the MySQL/MariaDB and PostgreSQL. The Data Service
Layer provides each application with a private database and a private
volume but multiple VMs of an application can share the same data
allowing the implementation of H/A and scalability.

Contains the Virtual Machines that host the Smart City Applications.

Access Layer

Paa$ Layer

Administration
Layer

It is the front-end for the Smart City services. It receives the http(s)
requests from users and redirects them to the suitable application’s VM. It
also implements Load Balancing, which improves the overall performance
of applications by distributing the workload to different VMs.

It is a sophisticated solution that allows developers to deploy their web
applications to the cloud without having to take care of the underlying
infrastructure. It is implemented using Cloud Foundry ['8], a very popular
open source system for managing the deployment of apps, services, and
background tasks.

Provides to the platform’s administrators and to the application owners,
the tools for managing and monitoring the components of the platform, as
well as the Smart City applications. The tools include:

e The Platform Administrator’'s Console, which allows the SCP
administrator to have full control of the layers of the platform. Through
the console, (s)he can manage the databases, the filesystem, the laa$S
layer, and the PaaS layers.

e The Monitoring Module, which monitors the resources (CPU load, disk
space occupation, network traffic, number of processes, etc.) used by
the platform’s services or by the applications.

e The Database Administration Module, which administers the supported
databases.

e The Backup Module, which takes backups from databases and file
systems.

e The Automation console allows application owners to deploy Smart
City applications to the laaS layer automatically using a number of
predefined scripts.

Table 1- The components of STORM CLOUDS platform

Two instances of the SCP have been implemented: one hosted on Hewlett Packard Enterprise’s IT
infrastructure (SCP@HPE), the other hosted on a public cloud-computing operator (SCP@Operator).
SCP@HPE is used mainly for testing purposes and for supporting the technical activities for porting the
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selected applications to cloud (e.g. adaptation, configuration, automation, etc.). SCP@Operator, on the
other hand, is used as the “production environment”, for making the migrated applications available to
the end users through the Internet. SCP@HPE is a private cloud providing services for exclusive use of
the STORM CLOUDS project partners while SCP@Operator is hosted on a public cloud.

The STORM CLOUDS Platform has been implemented using open source technologies and solutions. This
approach not only lowers the cost of the solution but also helps Public Authorities to avoid vendor lock-
in, as it can be easily transferred to different Cloud providers. Another valuable feature of the
platform is that it supports all Cloud deployment models (i.e. private, community, public and hybrid), as

well as two of the Cloud service categories (Platform as a Service and Infrastructure as a Service).
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3. STORM CLOUDS Best Practices

The selection of the best practices was based on the literature review, which revealed ten generally
accepted guidelines that ensure the successful migration of applications to the cloud. These guidelines
have been enriched with hands-on experience gained from a practical exercise, the deployment of
Smart City applications to the SCP. The STORM CLOUDS approach, found in each best practice, offers
practical knowledge that has been validated in three European Cities. Moreover, it presents the
particular features and tools of the SCP that could support the implementation of that best practice. In
that essence, the SCP and tools can be seen both as a valuable Cloud experimentation environment, as
well as, a very useful asset for Public Authorities that aim to deploy their Smart City applications to the
cloud.

3.1 Adopt an Open Innovation Methodology

STORM CLOUDS project adopted a User Driven Open Innovation methodology ['9] to select the
applications that would migrate on the Cloud. During this procedure, the involvement of a number of
stakeholders was essential, not only as a methodological requirement but also because the participation
of the parties concerned’ would produce helpful feedback for the overall process to be closer to
citizens and public employees. Moreover, another reason why this mechanism was adopted by STORM
CLOUDS, compared to the selection of applications only by the Public Authority's technical staff, is the
fact that this involvement would strengthen stakeholders’ awareness regarding the efforts made by
local authorities towards a modernisation of the public sector.

The open innovation methodology focuses on the idea of gathering external and internal knowledge to

accelerate the process of innovation.
The STORM CLOUDS approach

The open innovation methodology can be achieved through the following three dimensions:
a) a user-driven innovation approach.

This approach implies that the source of the innovation relies on an intense understanding of the
customer needs, which requires continuous interaction between the user and the developer of a new
idea. It promotes direct involvement of the end user in the innovation process, reducing, thus, the chance
of failure. At the end, user-driven innovation translates customer knowledge into unique products and
experiences.

In this sense, involving citizens in the definition of the public services that the city will provide is a wise
decision which is providing excellent results. Citizens that are engaged in the process of technological
advancements of their city, normally perceive that their city is interested in covering their needs in the
best possible way. Also, there are additional benefits when they are aware of the cost and other

implication that are involved with their demands.

To achieve a user driven innovation approach, one has to identify ‘lead users’, defined as users ahead
of the majority with respect to an important market trend or which are expected to benefit more from
a solution. Lead users can be selected from different ‘user groups’ such as citizens, public servants,

companies etc.

b) the treatment of innovation as an open system, allowing external actors to become key players
in all parts of the innovation process.
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A key aspect for the open innovation approach is the activation of stakeholders and users and their
continuous engagement throughout the cloudification process. The activation can take place in five
different phases: i) development of a communication strategy, ii) information disclosure about the
services to be deployed and their benefits, iii) consultation, monitoring the stakeholders’ response, iv)
participation in the services’ deployment, improvement and exploitation, and v) negotiation and

partnerships aiming at future improvements and the sustainability of the deployed services.

Potential stakeholders can be derived from citizens, public authorities, local enterprises and
organisations. These should be contacted with the use of different communication channels such as
newsletters, social networks, personal meetings and working groups. Given that stakeholders’
engagement is difficult to maintain, appropriate communication actions should take place from the very
beginning. For example, public servants must be informed on how technological change will benefit
them in order to avoid change resistance. Also, citizens should be an active part of the technological
evolution of their city. Citizens must be informed that their Municipality is involved in a technological
evolution process that will produce benefits for the city in terms of quick availability of new services for
citizens, cost reduction, improved flexibility and transparency in procurement processes. This information

will elevate the sense of transparency and accountability.
c) the use of a series of iterative innovation cycles.

The idea for these cycles lies on the interactive nature of innovation. It starts with a preparation stage,
where the innovation environment is established, describing the scenario and the interaction between
the key actors, followed by iterative innovation cycles in which the services are being evaluated by

users, leading to improved versions.
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3.2 Setup a Monitoring and Validation Process

The monitoring and validation process, for the successful migration of the selected applications to the
Cloud, targets the business aspects of the applications rather than the technological ones. This approach

is more holistic as the successful migration in business terms implies the success of the technical one.

The STORM CLOUDS approach

The process consists of three different steps: i) identifying the aspects to monitor and the specific
indicators or criteria (depending on the task), ii) information gathering throughout the entire process of
cloudification, and iii) analysis of the usage and acceptance of the new applications and/or variations
on the usage patterns. The main indicators that usually apply to this process are the following:
indicators monitoring the supply side of the service, indicators monitoring the demand side of the
service, indicators related to dissemination, indicators related to validation of the service and, finally,
indicators showing the financial benefits of migrating an application to the cloud.

As an example, the following two figures present the indicators for “Virtual City Market” and
“CloudFunding” applications, which have been cloudified for the Municipality of Thessaloniki. Some of
the indicators are common between the two applications, mainly those that are related to the
dissemination and validation aspects. On the contrary, the indicators for the supply and demand sides

are mainly different as they are tailored to the context of the applications.

Supply | Dissemination  Validaton
Nbr of shops participating Total nbr of users — Total presence of the Number of users providing
in the app visitors platform in third party feedback for the
Nbr of shops per category Total nbr of registered RebEES Epelcion
PP Total e-mails/newsletters Number of stakeholders
% of shops participating in users i
the platform/shopsin the Mean nbr of visitors per Sl prow_dmg feedbackcforihs
application
area (total) shop
% of shops participating in User d hi penegoipodiicstons
the Iatfoprm?sho g 9 el :moi;_rapl |cs.]](area, (new characteristics that
& eratin in the zrea age, education leve have been modified based
perating on the feedback received)
(category)
Nbr of shops that have

extended their online
presence in the platform

Nbr of shops making
online transactions
through the platform

Nbr of offers per shop

Nbr of synergies between
two or more shops

Figure 2 — Monitoring and validation indicators for the Virtual City Market application

Supply ‘Demand  Disseminaon  Validaon

Nbr of projects being Total nbr of users Total presence of the Number of users providing

registered in the . platform in third party feedback for the

crowdfunding platform Iost:rlsnbr of registered websites application

Nbr of projects per - Nunjb‘er of stakeholders

category fl\,l_,bnrd?,.f, u;s:;ﬁ;ror\:_d; gtgs providing feedback for the

9 Proj application

Nbr of projects bein, i ’ .

fundedf',cojmpleted e e m AR (57 L5 Number of modifications
Minimumfunding per user (new characteristics that

Total funding received i . have been modified based

through the platform Maximum funding per on the feedback received)

users
Mean fundin r project

9 per proj User demographics (area,
Min funding per project age, education level)

Max funding per project

Figure 3 — Monitoring and validation indicators for the CloudFunding application
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3.3 Prioritize Applications that Should Move to the Cloud

As Public Authorities start migrating their applications to the Cloud, it is important to determine which
applications fit better into this environment. The best candidates are applications, which take
advantage of the elasticity of Cloud Computing. In particular, the following type of applications will
benefit from Cloud’s ability to automate the dynamic of resources to match the current demand[20]:

» Applications that are designed to spread their workload across multiple servers.

» Applications that run occasionally but require significant computing resources when they run.
» Applications with unpredictable or cyclical usage patterns.

» Service Oriented Architecture (SOA) Applications.

For these type of applications, the rapid elasticity combined with the pay-by-usage characteristic of
the cloud can lead to significant financial savings.

On the contrary, the following types of applications are less suitable candidates for the Cloud:

» Applications that include extremely sensitive data, particularly when there is a regulatory or
legal risk involved in any exposure. These applications will, at least, require special handling if
they are to be run in a public cloud environment.

» Performance-sensitive applications.

Applications that require frequent and/or voluminous transactions against an on-premises
database that cannot be migrated to a cloud environment.

» Applications that run on legacy platforms that are typically not supported (or may not be
supported in the near future) by the cloud providers.

The STORM CLOUDS approach

All the applications, which have been cloudified in STORM CLOUDS pilot cities, are good candidates
for cloudification as they expected to take full advantage of the elasticity of Cloud Computing. In
particular, some of them (Virtual City Market, City Branding, and Vive) are used initially by a small
number of citizens and therefore have low workloads, but it is expected to be used by the majority of
city residents and in that case will have high workloads. The remaining applications (CloudFunding,
Urbanismo en Red, Public Participation Geographic Information System, and Have your Say) have high
workloads and occasionally require significant computing resources (i.e. when new plans are set for
discussion, new crowdfunding campains are available, etc.).
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3.4 Choose the Right Cloud Service Category

Public Authorities should take into account, when they plan their Cloud strategy, the deferent service

categories of Cloud Computing [7]:

>

Software-as-a-Service (SaaS): The capability provided to the consumer is to use the provider’s
applications running on a cloud infrastructure. The applications are accessible from various
client devices through either a thin client interface, such as a web browser (e.g., web-based
email), or a programming interface. The consumer does not manage or control the underlying
cloud infrastructure including network, servers, operating systems, storage, or even individual
application capabilities, with the possible exception of limited user-specific application

configuration settings.

Platform-as-a-Service (PaaS): The capability provided to the consumer is to use the provider’s
development platform (programming languages, libraries, services, and tools) in order to
create, test and host new applications. The consumer does not manage or control the underlying
cloud infrastructure including network, servers, operating systems, or storage, but has control
over the deployed applications and possibly configuration settings for the application-hosting
environment.

Infrastructure-as-a-Service (laaS): The capability provided to the consumer is to provision
processing, storage, networks, and other fundamental computing resources in order to build a
customized computing environment. The consumer does not manage or control the underlying
cloud infrastructure but has control over operating systems, storage, and deployed
applications; and possibly limited control of selected networking components (e.g., host
firewalls).

Responsibility laaS SaaS

Data classification
and accountability

Clientand end
point protection

Indentity and access

The figure on the right depicts the
various control responsibilities that
cloud customers and providers have
in laa$, Paa$, and Saa$S

management

Applicaion level
controls

Network controls

environments [21].

Host security

Physical secuirty

o
Q
Q
(7]

[ = Cloud customer [l = Cloud provider

Figure 4 — Considerations for cloud service choice

SaaS$ is not applied in case that the Public Authorities want to deploy their existing applications to a

Cloud Environment. In that case, they have to select between laaS and PaaS. To decide which of the

two options (laaS or Paa$) they will follow, the Public Authorities should evaluate the pros and cons of

each solution. On the one hand, the laaS offers excellent flexibility, as it does not require architectural
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changes to the applications, and full control of the resources used for the deployment. However, it
increases the deployment complexity, as the application owners must take care of installing and
configuring all the components for high availability and scalability. On the other hand, the Paa$S “hides”
the complexity of the underlying infrastructure and allows developers to deploy their web applications
to the cloud without having to take care of the infrastructure. However, the applications may require
significant changes to comply with the Paa$S principles and take full advantage of high availability and
scalability features. In particular, as application instances are ephemeral and can be started, stopped
or fail at any time, they must be stateless and share nothing. All persistent data must go to external
services (e.g. databases, file storage, message queues, caches) [22].

The STORM CLOUDS approach

The STORM CLOUDS Platform enhances the laaS solution with two modules that provide the high-
availability and scalability features in a way that is transparent to the application owners. By
accompanying the laaS layer with the Data Service layer and Access layer, the data and the HTTP
traffic management are delegated to the platform while the application’s business logic is still
contained on the VM(s). This approach offers great flexibility as it does not require architectural
changes to the applications but also keeps the deployment complexity low because the application
owner “leverages” the high-availability and scalability features of the platform. The only drawback of
this solution comparing with the Saa$ is that the application owners are not entirely independent from
platform administrators as the later should configure the high-availability and scalability features per

application.

The following table summarises the different application migration options supported by SCP [1¢].

Description Pros Cons

Option

All the application
components are
deployed on VM(s)
explicitly managed
by the application
owner

laa$ Data and HTTP

+ traffic management
Data Service are handled by the
Layer platform, while the

+ application business
Access Layer logic is still deployed
on VM(s)

Paa$ + Applications are
hosted on the PaaS
Layer and use the
Data Service Layer

for storing data

Data Service
Layer

+No architectural change of -

the application

+ Full control on the
resources used for the
deployment

+No architectural change of
the application

+Less deployment
complexity because the
application owner
‘leverages’ the high-
available and scalable
features of the platform
layers

+ No infrastructure
management required by
the user (the platform
does it for her)

High deployment
complexity because the
application owner must
take care of installing
and configuring all the
components for high
availability and
scalability

Because of the
centralized
administration of the
shared functions (e.g.
data service layer),
application owners
cannot deploy their
applications in full
autonomy

Applications may require
significant changes to
comply with Paa$
principles

Table 2 - different application migration options supported by STORM CLOUDS Platform.
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3.5 Chose the right Cloud Deployment Model

Public Authorities should take into account, when they plan their Cloud strategy, the different
Deployment Models of Cloud Computing [7]:

» Private Cloud: The cloud infrastructure is used exclusively for internal applications within an
organisation comprising multiple consumers (e.g., business units). It may be owned, managed,
and operated by the organization, a third party, or some combination of them, and it may
exist on or off premises.

» Community Cloud: The cloud infrastructure is used exclusively by multiple organizations that

(e.9.
considerations). It may be owned, managed, and operated by one or more of the

have shared concerns mission, security requirements, policy and compliance
organizations in the community, a third party, or some combination of them, and it may exist on

or off premises.

» Public Cloud: The cloud infrastructure is provisioned for open use by the general public. It
may be owned, managed, and operated by a business, academic, or government
organization, or some combination of them. It exists on the premises of the cloud provider.

» Hybrid Cloud: The cloud infrastructure is a composition of two or more distinct cloud
deployment models (private, community, or public) that remain unique entities, but are bound
together by standardized or proprietary technology that enables data and application
portability (e.g. cloud bursting for load balancing between clouds).

The following table summarises the pros and cons of the different deployment models [23, 24].

Option Pros Cons

+ More control and reliability: IT can - Requires IT expertise: A high-level
control the security of data, set
compliance requirements, and optimize
networks more effectively with cloud.

Private Cloud
of IT expertise is required to

ensure maximum effectiveness
and optimal configuration of the

+ Customizable: IT can customize storage
and networking components so that the
cloud is a perfect fit for the specific
organization and its needs.

+ Ease of management: Organisations IT
departments do not manage their public
cloud; they rely on Cloud provider to
administer the cloud.

Public Cloud

+ Ease of deployment: With the public
cloud, there is low barrier to entry, so
you can quickly configure and stand up
a cloud.

+ Flexible: Users can add or drop capacity
easily. Moreover, the environment is
typically accessible from any Internet-
connected device, so users don't need to

jump through many hurdles to access.

deployment.

Costlier: The long-term costs may
be higher due to increased
management responsibilities and
smaller economies of scale.

Can be unreliable: Public cloud
outages are quite common,
leading to headaches for users.
Less secure: The public cloud often
has a lower level of security and
may be more susceptible to hacks.
In some cases, cloud providers
may not be able to meet the strict
constraints mandated by
government institutions.
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Hybrid Cloud + Flexible and scalable: Organisations are - Complexity of management:
able to combine and match for the ideal Moving parts between public and
balance of cost and security. private clouds can be a challenge.
+ Cost effective: Organisations can take - Requires IT expertise: A high-level
advantage of the cost-effectiveness of technical staff is required to
public cloud computing, while also guarantee security vulnerability
enjoying the security of a private cloud. on all aspects is decreased.

Table 3 - Pros and cons of private, public and hybrid deployment Cloud models

In short, when choosing a specific cloud deployment model it comes down to a series of trade-offs
related to cost, management and security. While public clouds may be the best option for small
organisation from a cost perspective, organizations that require more control and/or security may opt
for a private or hybrid cloud — providing they have the manpower and budget to manage those
deployments effectively.

The STORM CLOUDS approach

The STORM CLOUDS Platform offers great flexibility to the cities, regarding the Cloud deployment
model that they wish to follow. During the STORM CLOUDS project, the SCP operates both in a Private
Cloud environment (hosted on Hewlett Packard Enterprise’s IT infrastructure), as well as in a Public
Cloud environment (hosted on a commercial cloud provider).

Consequently, SCP supports Public, Private, as well as Hybrid Cloud deployment models. In case of the
Private Cloud, the cities can install the SCP in their IT infrastructure and use it as the Cloud environment
for their Smart City applications. Alternatively, cities can use an instance of the platform that is offered
by an external provider and deploy their applications in the Public Cloud. A hybrid approach is also
supported, as they can combine a Private Cloud, which will host the high-risk applications—those with
high privacy and security requirements (i.e. applications that contain customer data and other sensitive
information)}— with a Public Cloud for the rest of them.

SCP can also be the foundation for the creation of a Community Cloud that will support not only a
Municipality but also other Public Organisations, which operate in a city and offer services to citizens

and local business.
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3.6 Embrace the Power of Open Technologies

Being open is about adopting the technology decisions that organizations have made and giving them
the freedom to move across technologies, models and cloud providers. Systems composed of open
technologies provide the freedom to change environments and deliver a robust and secure experience
extending existing IT to the cloud. They enable customers to do more work with less infrastructure,
deliver a broader range of services, incorporate new technologies and boost greater innovation
around the cloud?>.

The maijority of existing cloud offerings are implemented in proprietary and highly standardised form.
What presents advantages for the provider — technological knowledge, economies of scale, etc. —
creates troubles and frustration for the customer. Users complain of “vendor lock-in”, where they are
dependent on a given vendor with no freedom of choice. Embracing an open cloud means there is no
technology lock-in, no contractual lock-in and no service lock-in. It means providers don't dictate
technologies and that competition is embraced?é. New, emerging standards will increase the portability
and interoperability of systems across cloud service providers, and will reduce or eliminate this current
barrier to cloud adoption.

The STORM CLOUDS approach

The STORM CLOUDS Platform is built upon widely accepted open source technologies. Moreover, its
architecture is a baseline for future extensions and modifications with the objective to allow developers
to improve the way functions are implemented or to add new features not currently available.

The SCP was developed using the following open source solutions:

v' OpenStack for the implementation of the laaS Layer. OpenStack is the most popular and most
adopted open source laa$ solution [?7].

v Cloud Foundry for the implementation of the PaaS Layer. Cloud Foundry was chosen because
had the best combination of usability, open-source community, developer experience, and
relation to SCP’s needs. It is supported by the Cloud Foundry Foundation where EMC, HP,
IBM, Intel, Pivotal, SAP and VMware are platinum members.

LAMP (Linux, Apache, MySQL and PHP) for the implementation of applications’ VMs.
MySQL/MariaDB and PostgreSQL database engines for the implementation of Database

ANERN

Services Module.

Gluster [28] for the implementation of file Sharing Service Module.

HAProxy [29] for the implementation of Load Balancer Module.

Zabbix [3°] for the implementation of the Monitoring Module

phpMyAdmin [3'] for the implementation of the MySQL Database Administration Module
phpPgAdmin 32 for the implementation of the PostgreSQL Database Administration Module

AN N N NN

Duplicity [33] for creating the backups.

The selection of the above mentioned technologies was a result of the evaluation of multiple open-
source laaS and Paa$ technologies.

The implementation of SCP by using open source technologies will not lock the organisations that use it
into a proprietary ecosystem and thus made it extremely hard to move their application to another
provider. The development of custom APIs was avoided and all the components, including the database

tier, storage tier, and any micro service endpoints, were created using open source tools. This approach
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encourages organisations to continue to use the platform because they want to, not because they have
to.

Another significant advantage of the use of open source solutions is the fact that the platform will
continue to benefit from the improvements in the operability and security of OpenStack, Cloud Foundry
and all the other tools. It can scale without significant development effort. Also, the selection of broadly

adopted software packages guarantees the long-term support of the solution.
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3.7 Plan Carefully and Automate the Migration

Application migration is the process

. . . Assessement
of redeploying an application,

typically on newer platforms and

Analysis &

infrastructure. Comprehensive Post-production

Suppor

Design

planning, driven by a disciplined
migration process will contribute
greatly to a successful
redeployment of the applications to
a new cloud environment. Successful
initiatives have developed Deployment Migration
sophisticated, multi-phased
migration methodologies to reduce
implementation risk and speed-up
the migration process. The diagram Optimisation Testing
on the right illustrates a typical
migration project life cycle [3] Figure 5 - A typical migration project life cycle

During the migration process the following technical considerations must be taken into account [10:20]:

» The creation of a detailed inventory of the current application portfolio really helps in terms of
understanding the scope of a migration effort. This includes capturing information regarding
the number of programs, scripts, and external interfaces involved. It also includes hardware
and software configuration information, including operating system versions, database versions,
features/functionalities in use, and similar information.

» A security audit of the application and its data is vital. The cloud service’s security features
may be very different from those of the in-house environment, and the security risks and the
measures applied to counter them must be assessed carefully.

» Temporary subsystems can be established to facilitate migrations.

» Standardization and automation can help reduce the risk of migration errors. Virtual machine
templates can be rapidly deployed and bring an environment online in a day. Automated data
integrity and validation methods can be used to verify and validate data, databases and files
during the initial synchronization.

» The creation of migration tools, which ensure a high level of automation along with accuracy in
migration can result in less time spent in migration and testing.

The STORM CLOUDS approach

STORM CLOUDS followed a multi-phase migration process, which included all the necessary steps that
ensured the smooth deployment of the selected Smart City applications to the STORM CLOUDS
Platform. The process started with the assessment of each application regarding its readiness for the
new Cloud environment, its architecture and its functional and non-functional requirements. This analysis
leaded to some necessary improvements in order the application to be optimised for the SCP.
Afterwards, the code and data deployed in the platform’s Application and Data Service Layers,
respectively. The process was completed with the validation that the application was fully operational
in the new Cloud environment.

The following diagram presents the STORM CLOUDS migration process.
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Assessment of
applications' readiness
for the Cloud

Assessment of the
Validation already used hosting
environment

Analysis of functional
Deployment and non-functional
requirements

Optimisation for the
Cloud Environment

Figure 6 - STORM CLOUDS migration process

The STORM CLOUDS migration process includes the following six steps:

Step 1 - Assessment of applications’ readiness for the Cloud

The 1t step aims to evaluate if the services are ready for the cloud environment. Aspects such as
customization, regulatory compliance, complex service architectures and service maturity are carefully
investigated, as they would negatively impact the cloudification process. A crucial aspect is the
availability of both the application’s source code and documentation (installation manual, code
dependencies, required software packages, etc.). Finally, the commitment of the application’s

development and support team should be ensured.

Step 2 - Assessment of the already used hosting environment

The 2nd step aims to analyse the environment used to host the services. The analysis covers both the
network (e.g. configuration, connectivity requirements from the municipality premises to the cloud
environment, and supplementary services such as SMTP, DNS and WWW) and architecture (e.g. use of

resources, underlining technologies, licenses, and security mechanisms) of the service.

Step 3 - Analysis of functional and non-functional requirements

The 3rd step aims to define the technical characteristics of the Virtual Machines that will host the
applications on the new Cloud Environment. The analysis of the functional requirements covers technical
details (e.g. Operating System, Scripting Language, Database, Web/Application Server, Data
Formats, Frameworks/Libraries and External Services used), interoperability issues, and static
characteristics such as hard-coded IP address and directory paths. Furthermore, the analysis of the non-
functional requirements addresses issues related to the proper functioning of the application such as
security, regulatory compliance, performance, availability, backup; privacy, reusability, and
interoperability. An estimation of the use of resources regarding RAM, Disk Space, CPUs, Bandwidth,
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Hits/Month, Registered Users, Max On-line Users, and Average On-line Users contributes to the
calculation of the expected workload per application. An important characteristic that should be
examined in this step is if the application’s design supports its deployment in multiple servers. In that
case the application will take full advantage of the performance benefits that cloud offers.

Step 4 - Optimisation for the Cloud Environment

The 4t step aims to solve the problems identified in the previous step, so the application to be ready
for deployment in the new environment. Moreover, it includes modifications that enable the application
to support natively the most prominent Cloud characteristics (e.g. high-availability and scalability). The

latter is closely related to the available budget or the internal IT capabilities.

Step 5 — Deployment
The 5™ step aims to transfer the ready to be cloudified applications to the new Cloud environment. The
deployment process includes the following actions:

a) setup of the cloud environment that will host the selected services;

b) launch the VM instances that will host the applications and their data (e.g. database and file
sharing modules).

c) migrated both the applications and their data to the Cloud environment

Step 6 — Validation

The final step aims not only to ensure that the deployed applications are operational but especially
that they meet the initial set of requirements regarding cloudification. The validation is made in
collaboration with the municipalities and includes functional tests ensuring that the deployed application
performs as designed.

Avutomation

The cloud encourages automation because the infrastructure is programmable. To ensure a high level of
automation along with accuracy in the migration of the applications to the cloud, a set of tools and
procedures have been designed and developed. The automatic deployment is implemented using Heat,
the OpenStack “orchestration engine to launch multiple composite cloud applications based on
templates in the form of text files that can be treated like code” [32]. The aim of orchestration is to
create a human -and machine- accessible service for managing the entire lifecycle of infrastructure and
applications within the SCP Cloud environment.

The 1+ step in the automation process is to prepare the bash shell scripts that will configure the VM
hosting the application, and install and configure the application and its dependencies.

The 2nd step is to create the Heat scripts (Heat Templates) that describe the infrastructure (servers,
floating IPs, security groups, ports) of the cloud applications and to integrate with them the application’s
installation and configuration scripts made at the previous step.

The available Heat Templates allow interested cities to automatically deploy the selected applications
from the cloud-based service portfolio, as well as the municipalities to re-deploy their services in
another instance of STORM CLOUDS Platform.
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3.8 Use the Right Tools to Manage and Monitor the Cloud Environment

Cloud Computing imposes new concepts and challenges for the role of monitoring and management of
the Cloud environment and the smart city applications. The System Administrator no longer needs to
provide servers, install software and wire up network devices since all this work is replaced by few
clicks and command line calls. Nowadays, most of the daily tasks performed by system administrators
are related with the applications. One of the characteristics of the Cloud, which facilitates the agile
deployment of the applications, is the fact that administrators don’t have to master the art of capacity
planning because they have the ability to create an automated elastic environment [7]. If they can
understand, monitor, examine and observe the applications’ load and traffic patterns, they will be able
to manage this elastic environment more effectively. Moreover, by measuring and monitoring the
performance of the cloud applications, the application developers will have the opportunity to identify

proactively any performance issues and to diagnose the root causes, so they take appropriate actions.

The Cloud environment should offer both to system administrators and application owners the necessary
tools required to manage and maintain the platform and the deployed applications. Using these tools,
they can focus on how to optimize the cloud-based application in order to increase cost savings. The
“pay for what you use” approach of the Cloud, leads application owners to strive to optimize the
system whatever possible. Even a small optimization might result in thousands of euros of savings.

The STORM CLOUDS approach

The STORM CLOUDS Platform includes features that both the platform administrator and the
application owners can use for managing, monitoring and administering the platform's components as
well as the applications running in the cloud. The actions that a user can perform, depend on his/her
role: the platform administrator has full control on all the components deployed in the cloud while
application owners have full control of their applications and can perform only some actions on the
platform components. For instance, application owners have full control over databases and shared
volumes used by their applications but they do not have any control on databases and shared volumes

used by other application owners. The following tools management and monitoring tools are available:

» The Platform Administrator’s Console, which allows the SCP administrator to have full control
of the layers of the platform. Through the console, (s)he can manage the databases, the
filesystem, the laa$S layer, and the PaaS$ layers.

» The Database Administration Console, which allows administrators and applications’ owners
to administer the supported databases. The module includes phpMyAdmin for MySQL
administration and phpPgAdmin for PostgreSQL. Both tools implement very similar functions for
the corresponding database engines like creating, modifying and deleting databases and
database objects (e.g. tables, indexes, etc.), submitting queries, importing/exporting data,
managing database accounts, etc. The platform’s administrator has full control of all databases
and configures database accounts for the application owners, giving them the rights of

managing only the database objects created for their applications.

» The Monitoring Console, which monitors the resources (CPU load, disk space occupation,
network traffic, number of processes, etc.) used by the platform’s services or by the
applications. The module, implemented using Zabbix [39], continuously gathers information from
the servers under control and, in case one or more parameters reach a threshold value, it
notifies the operator by e-mail, Instant Message or SMS. Zabbix offers several monitoring

options ranging from simple checks for verifying the availability /responsiveness of a server, to
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sophisticated measurements of parameters like CPU load, disk volume occupation, network
traffic, number of processes, etc. Zabbix provides several ways for representing monitoring
data in both graphical and textual /tabular format.

SCP DB Service: Disk space usage /db/dbdata (1h)

M Value: 43,97 GB (100%)
I Value: 49,24 GB (98.5 %)

B Ttal disk space on dbjdbdata  [avg]
I Free disk space on fdb/dbdata  [ava]

DBNode 1; Network traffic on ethO (1h) DBNodel: CPU load (1h)
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Figure 7 — Zabbix Monitoring Pages

» The Backup Tool, which takes backups from databases and file systems. This module is
implemented using Duplicity, an application that creates encrypted bandwidth-efficient

backups using the rsync algorithm.

» The Automation Tool, which facilitate the application owners to deploy the Smart City
applications to the laa$S layer automatically using a number of predefined Heat scripts.
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3.9 Focus on Security

Cloud computing security is an evolving sub-domain of information security and refers to a broad set of
policies, technologies, and controls deployed to protect data, applications, and the associated
infrastructure [35]. There are a number of security concerns associated with cloud computing, which can
be broadly classified in two categories: (a) issues faced by Cloud Service Providers (CSPs) and (b)
issues faced by their customers. Providers must ensure that their infrastructure is secure and clients’ data
and applications are protected; customers, on the other hand, must ensure that their provider has taken
appropriate security measures to protect their information. The security expectations and obligations of

both supplier and user are described in Service Level Agreements (SLAs) [3¢].

Organisations need to understand the specific security requirements, regarding data protection, audits,
etc., and any regulations that are applicable to a particular application that they are looking to move
to the cloud. To achieve this, they should map every application that is a candidate for migration to
cloud computing to a set of security, governance, and compliance issues that are specific to that
application. Thus, they have the ability to understand the application requirements, and how the
migration and re-development effort to the cloud should impact application operations.

The STORM CLOUDS approach

In order to achieve a clear understanding of the security requirements of both the SCP and the Smart
City applications, the following penetration testing tools were used to facilitate the security testing
procedure are:

» Zed Attack Proxy (ZAP) [37], an easy to use integrated penetration testing tool for finding
vulnerabilities in web applications

» OpenVAS [38], a framework of several services and tools offering a comprehensive and

powerful vulnerability scanning and vulnerability management solution
SQL Inject Me [39], a Firefox Extension used to test for SQL Injection vulnerabilities

Qualys SSL Server Test [49], an online service performs a deep analysis of the configuration of
any SSL web server on the public Internet.

» Vega [41], an open source scanner and testing platform to test the security of web applications.

The security testing identified a number of critical security issues resulting in applications’ modifications
in order to address them. In particular, the following issues were fixed:

e “Cross Site Scripting” (XSS) security risk, being the most prevalent web application security flaw,
whereby an attacker’s malicious content is supplied to our application as a result of that content not
being properly validated or escaped. To address it we used the OWASP ESAPI reference
implementation for HTML entity escaping and unescaping as well as JavaScript escaping and
unescaping.

e “Directory listing” security risk, whereby an attacker can simply list directories to find files. To
address it we have updated the Apache configuration file by removing the Indexes from the file.

e ‘“Insufficient Transport Layer Protection” security risk, caused by not requiring SSL (at least for all
sensitive pages) allowing an attacker that monitors our network traffic to obtain an authenticated

victim’s session cookie, itself then replayed to take over the user’s session. To address it we have
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included an HTTPS certificate and requested that all traffic is forwarded to the secure connection
(HTTPS). However, new vulnerabilities introduced by the HTTPS certificate, such as the RC4 cipher
and the POODLE attack vulnerability, resulted in the disabling of:

O TLS 1.0 compression and weak ciphers

O SSL 3 in our browser and our servers

e “Clickjacking” security risk, caused by an attacker that is "hijacking” our clicks meant for the
application page and routing them to another malicious page. To address it we send proper X-
Frame-Options HTTP response headers that instruct the browser to not allow framing from other
domains. This is done at the Apache configuration file.

Regarding the use of the above mentioned tools, one should always check the terms of service of the
selected CSP to determine whether running security tests on the CSP infrastructure is allowed, even if
own machines are the target. If this is not so, either a CSP that allows penetration tests on own VMs
must be chosen, or have tests run on a development or testing environment before deployment to the

production environment.

In order to enhance the authentication process, all applications have been updated to support session
expiration, thus minimizing the time available to an attacker who uses a valid session identifier. In order
to balance between security and usability, applications have properly selected the timeout values,
allowing users to complete their operations without frequent session expirations.

The acquisition of an HTTPS certificate was necessary for the protection of data in motion for Smart City
Applications. The Apache server was configured to forward all traffic to the secure connection.
However, as applications don’t deal with sensitive data no encryption is applied for data aft rest, apart
from the OpenStack object storage that is protected using LUKS (Linux Unified Key Setup or LUKS is the

standard for Linux hard disk encryption).

Virtualization technologies have their own vulnerabilities such as those coming from the virtual switch,

those coming from reallocation of resources from one VM to another and vulnerabilities coming from the

remote administration port that is turned on by default on all VMs. To respectively address these attack
vectors:

e We've used layered security mechanisms to increase the security of the system as a whole. This was
achieved using OpenStack security groups in order to define a number of IP firewalling rules that
describe what kind of network traffic is allowed to go to or come from the VMs. With this solution
even if a VM is compromised the security group rules continue providing the required level of
security because they are implemented in the host operating system.

e We've used OpenStack functionality for zeroing all data used by a virtual resource once the
resource is released.

e We associated each VM with a valid SSH Keypair. This was then forwarded to the application
owners in order to allow them to access the VM instances given the public IP address the VM s

configured to use.

Finally, securing our cloud infrastructure means not only implementing controls for the layers we are
able to do so, but also auditing our CSP regarding actions taken to lock-down the tenant instances. We
must conduct our own analysis of our needs, and assess, select, engage and oversee the cloud services

that can best fulfil those needs.
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3.10 Protect your Data

Data protection is the process of safeguarding important information from corruption and/or loss [42]. In
this context, the term data protection is used to describe operational backup of data that usually comes
in the form of incremental backups. The aim of the backup procedure is to keep data from being lost
due to intentional or unintentional access.

The STORM CLOUDS approach

The STORM CLOUDS backup process is based on the data requirements of the services and the
architecture of the SCP. The backup process aims to best exploit the features implemented by the laa$S
cloud where the VMs are hosted and more specifically Swift, the Object Storage Service implemented

by OpenStack. The main steps needed for backing up application’s data are presented below.
1st Step: Design a Backup Strategy

During this step, several aspects related to the data and/or the application(s) managing the data were
analysed in order to put together a list of what needs to be backed up, when to backup, how long to
keep the backup data and how long it takes to restore. It includes the following tasks:

e Analysis of current data usage that reveals:

0 Types of data used.

0 Data locations, including folders and/or databases.

0 Approximate amount of data.

0 How often data changes, as this affects our decision on how often the data should be
backed up.

O Data sensitivity. For critical data, such as a database, we should have redundant backup
sets that extend back for several backup periods. For sensitive data, we should ensure that
backup data is encrypted, using public/private key-pair technology.

0 How quickly we need to recover the data.

O What's the best time to schedule backups (scheduling backups when system use is as low
as possible will speed up the backup process).

e Set an up limit for the backup volume as the amount of data we need to backup is only going

to increase as time goes by.
e Identify the software tools that will be used

e Select the appropriate backup type/policy (Full or Incremental). Typically, one of the following
approaches is used: (a) Full daily, (b) Full weekly + Incremental daily. The process of taking
incremental backups following an initial full backup is known as data deduplication. The final
choice depends on the required performance levels and data protection levels, the total
amount of data retained and the cost associated with it, since cloud storage space comes at a
cost that depends on the service provider.

e Choose where to store the backups. Using the cloud environment to store the backup data is
arguably more resilient to disaster than other technology solutions because it is not physically
located at the same place as the organisation. Moreover, since the applications are hosted in
the Cloud we also save bandwidth and time taken to transfer the files needed to restore the
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application correctly. However, the cost associated with storing the backup data in the cloud is

a significant factor in our decision.
2nd Step: Generate a Key-Pair on the Client Machine

Although we can create the key pair directly on the VM, it is good practice to keep a copy of the keys
outside the VMs using them. The reason is that VMs are “ephemeral”, meaning that once a VM is
deleted, we are not anymore able to decrypt our backup data when restored. Moreover, creating key-

pairs requires some level of “entropy” for ensuring randomness in the generation.
3rd Step: Prepare the VMs for Backup

Install and configure

4th Step: Implement the Backup Strategy

The backup scripts that address all the aspects of backup strategy are created and executed using the
Duplicity tool.

5th Step: Validation tests.

Validation includes tests on the restore mechanism. More specifically both incremental and full backups
were used to bring the applications to a previous operational state successfully. The backup solution
should be tested many times after it has been implemented in order to ensure that it is working as
intended. Moreover, the applications should be re-tested periodically to ensure they’re functional, and
data is being backed up appropriately. Validation not only will help us to identify problems in the
backup process but will also train the Municipalities’ IT personnel to recover quickly and efficiently the

files if this becomes necessary.

After the initial setup the backup process is scheduled according to the backup strategy.
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4. Conclusions

This report has provided guidance to Public Authorities (both decision makers and IT staff) for
considering and executing the migration of their applications to a Cloud Computing environment. Ten
general guidelines for migrating applications to the cloud, have been enriched with hands on
experience gained from a practical exercise, namely the deployment of Smart City applications to the
STORM CLOUDS platform in three European Cities.

By focusing on concepts and best practices — like adopting an open innovation methodology, setting up
a monitoring and validation process, prioritizing the applications that should move to the cloud,
choosing the right cloud service category and cloud deployment model, embracing the power of open
technologies, planning carefully and automating the migration, using the right tools to manage and
monitor the cloud environment, focusing on security and protecting your data — Public Authorities can
understand how to successfully deploy Smart City application on the Cloud. Moreover, they became
familiar with the SCP set of tools and features, which facilitate the migration process.

The best practices for cloud-based public services deployment will continue to evolve, as the STORM
Clouds project continues and we will focus not only on enhancing the existing ones but also on creating
new on other emerging issues such as privacy and interoperability.

The deliverable D3.4.2 will include the updated version of the best practices for cloud-based public

services deployment.
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